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Abstract. The personnel of electric grid companies spend considerable amount of time searching for non-

contractual and non-meteredelectricity consumption. The raids carried out by personnel of electric grid 

companies to detect electricity theft are not always effective, as they are carried out selectively and often do 

not take into account many factors that could affect the number of detected cases of electricity theft. The 

article proposes a software product that allows, on the basis ofconsumers’ registration, who have already 

stolen electricity, have arrears in payment for consumed electricity, made uncontrolled consumption, carry 

out a process of technological connection or have non-meter accounting, to send personnel conducting a 

raid to identify electricity theft. It also makes possible to generate the necessary acts, certificates, etc.in real 

time, which allows staff to reduce the time to fill out paper versions and transfer the necessary documents to 

the police. The software product allows to increase the efficiency of raids by electric grid companies, by 

reducing the time of inspections. In turn, the implementation of the proposed software product will allow 

electric grid companies to significantly reduce energy losses by increasing the territoriality of raids. 

1 Introduction 

The authors [1, 9, 14, 15] indicate that, at present, in 

Russia, the imperfection of the regulatory framework in 

the field of electricity metering leads to non-meteredand 

non-contractual use of electricity, as well as legal 

disputes between the consumer and the power supply 

organization. The work carried out by the state and 

power supply companies in this direction is not 

sufficiently effective. 

In order to reduce the number of non-metered and 

non-contractual energy consumption, it is necessary to 

improve the regulatory framework, make the necessary 

amendments and changes to it to implement tools aimed 

at reducing the number of non-metered and non-

contractual electricity consumptionmore efficiently. 

Also, in order to reduce the number of non-metered and 

non-contractual electricity consumption, electricity grid 

companies themselves must use modern tools aimed at 

reducing electricity losses. 

Literary sources [2-8,10-13,16-20] indicate that a lot 

of time is spent by the electric grid company personnel 

on identifying electricity theft by consumers. Raids 

carried out by electric grid company personnel to detect 

electricity theft are not always effective, as they are 

carried out selectively and often the balance of 

consumption by feeder, settlement, etc. is not taken into 

account. 

2 Research methodology 

In the electric grid company ofPJSC 

“IDGC(Interregional Distribution Grid Company) of 

Center”, the rules of procedure for WG BP 7 / 03-06 / 

2018 “Work on the identification and exclusion of non-

contractual, non-meteredelectricity consumption”, 

regulating the algorithm for conducting raids by 

personnelare developed, but they are not entirely 

effective from our point of view.So, in clause 6.1 of the 

procedure rules of the WG BP 7 / 03-06 / 2018 “Work 

on the identification and exclusion of non-contractual, 

non-metered electricity consumption” it is indicated that 

SAP has the CIRMS (corporate information resource 

management system) functionality (SAP IS-U “Route 

sheet”). But the CIRMS functionality does not take into 

account non-meter consumers (that is, consumers who 

do not have a meter, but they pay according to the 

standard) and consumers found to be stealing electricity. 

It is necessary to take into account non-meterconsumers, 

since they can consume electricity above the established 

norm. At the same time, the personnel performing the 

raids do not have devices that can measure electricity 

consumption. This is also a huge drawback, when 

performing raids. 

All of the above can be changed if a software product 

that can be installed on a tablet would be developed; the 

developed program would allow personnel, performing 

the raids, to show first consumers who have already 

stolen electricity, have arrears in payment for electricity 
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consumed, made non-contractual consumption, carry out 

a process of technological connection or have non-meter 

accounting at the inspected site (feeder, settlement). In 

this case, the personnel, performing the raid, in the first 

place, would go to them with checks. If there are non-

meter consumers on the feeder, it is imperative to 

establish devices that control consumption. While 

personnel are carrying out raids, metering devices that 

control consumption can measure power consumption of 

non-meter consumers. If employees have identified theft 

from the above mentioned consumers, then they enter 

the necessary data into the program, which subsequently 

generates the necessary acts, certificates, etc. in real time 

and sends them for printing. 

3 Results and Discussion 

To implement the above mentioned idea, a software 

product algorithm has been developed. It provides for 

the identification of consumers who have already 

committed the electricity theft, have arrears in payment 

for consumed electricity, made non-contractual 

consumption, carry out the process of technological 

connection or have non-meter accounting. It also 

provides for the formation of the necessary acts, 

certificates, etc.in real time. The algorithm of the 

software product is shown in Figure 1. 

 

Fig. 1. The algorithm of the software product for determination 

the site of non-metered and non-contractual electricity 

consumption. 

In the diagram: T1 - power transformer of the main 

poLet’s consider the operation of the presented 

algorithm in cases where personnel are going to perform 

a raid to detect the electricity theft in a certain area 

(feeder, village).In this case, the beginning of the 

algorithm involves entering data on the amount of 

electricity passed through the site, the feeder, in the 

village (ΔPtechn. metering) and the total amount of electricity 

(ΔPrevenue metering) received by consumers. The indicated 

data can be selected for every hour, day, month or year. 

Unit 3 determines commercial losses of electricity (ΔW) 

and technological losses of electricity (Wtechn. loss). Unit 4 

compares the commercial losses of electricity in the area 

(feeder, village) with the planned indicators. When the 

values of commercial losses of electricity deviate from 

the norm, unit 4 sends a signal to unit 5, which 

determines the number of consumers who have already 

stolen electricity, have arrears in payment for consumed 

electricity, made non-contractual consumption, carry out 

the process of technological connection or have non-

meter accounting. If such consumers are detected, unit 6 

sends a signal to unit 7, which is responsible for issuing 

tasks to the personnel performing the raid to conduct the 

inspection. Unit 7 sends a signal to unit 8, which is 

responsible for detectingelectricity theft.If the electricity 

theft was detected during a raid by consumers who have 

already stolen electricity, have arrears in payment for 

consumed electricity, made non-contractual 

consumption, carry out the process of technological 

connection or have non-meter accounting, then unit 9 

determines the number of detected cases of electricity 

theft. After that, from unit 9, the signal goes to unit 12, 

which is responsible for drawing up the act and the 

certificate of calculation. Then the signal goes to unit 13, 

which is responsible for issuing the act and the 

certificate of calculation to the consumer on the spot and 

automatically transmits all the drawn up and filled in 

documents to the energy retail company and the police. 

If there are no consumers at the site (feeder, village) who 

have already stolen electricity, have arrears in payment 

for consumed electricity, made non-contractual 

consumption, carry out the process of technological 

connection or have non-meter accounting and new cases 

of electricity theft of the above mentioned consumers 

have not been revealed, a signal from units 6 and 9 goes 

to unit 10, which is responsible for checking all other 

consumers available on the site (feeder, village). Next, 

the signal is transmitted to unit 11, which is responsible 

for identifying new electricity thefts. If such a theft is 

detected, then the signal of unit 11 goes to unit 14, which 

determines the number of new cases of electricity thefts 

by "new consumers". If the electricity theft by 

consumers ("new consumers") was detected during the 

raid, then from unit 14 the signal goes to unit 12, which 

is responsible for drawing up the act and the certificate 

of calculation. Then the signal goes to unit 13, which is 

responsible for issuing the act and the certificate of 

calculation to the consumer on the spot and 

automatically transmits all the drawn up and filled in 

documents to the energy retail company and the police. 

In that case, if during the raid new cases of electricity 

theft were not detected, the signal from unit 14 is sent to 

unit 15. 

The number of consumers who have already stolen 

electricity, have arrears in payment for consumed 

electricity, made non-contractual consumption, carry out 
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the process of technological connection or have non-

meter accounting, is indicated by the variable n, while 

the number of new detected cases of electricity theft by 

the above mentioned consumers is indicated by the 

variable m. The number of new cases of electricity theft 

by consumers not specified above is indicated by the 

variable k. 

To implement the software product in electric grid 

companies, it will need to be integrated with the SAP 

program.This integration will make it possible to obtain 

initial data on the amount of electricity consumed by 

consumers on the site (feeder, village), on consumers 

who have already stolen electricity, have arrears in 

payment for consumed electricity, made non-contractual 

consumption, carry out the process of technological 

connection or have non-meter accounting, etc.. If 

necessary, the program can show existing regulations 

aimed at conducting checks and raids to identify the 

electricity theft. 

The increase in spot raids to detect electricity thefts 

will allow the electric grid companies to increase the 

territoriality of inspections. At the same time, the 

implementation of the software product in electric grid 

companies will significantly reduce the time for 

performing raids to detect electricity thefts. 

4 Conclusions 

Reducing the number of electricity thefts in electric grid 

companies is an urgent task. To reduce non-metered and 

non-contractual energy consumption, an algorithm that 

can be implemented as a software product has been 

developed. The presented software product allows, based 

on the registration of consumers who have already stolen 

electricity, have arrears in payment for consumed 

electricity, made non-contractual consumption, carry out 

the process of technological connection or have non-

meter accounting, send to themthe personnel,performing 

a raid, to identify electricity theft. It also makes 

possiblein real time to generate the necessary acts, 

certificates, etc., that allows personnel to reduce the time 

to fill out paper versions of documents. 

The software product allows to increase the 

efficiency of raids, performed by electric grid 

companies, by reducing the time of inspections. In turn, 

the implementation of the program will allow electric 

grid companies to significantly reduce electricity losses 

by increasing the territoriality of raids. 
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